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1
Decision/action requested

This contribution proposes an update to KI#5.
2
References

[1]
TR 33.740
3
Rationale
KI#5 is trying to study the security issue related to using the security protection scheme when a source UE and a target UE are communicating with each other.  If the source UE believes that the communication is protected hop-by-hop (i.e., security applied between source UE and U2U relay and between U2U relay and target UE), source UE may consider hop-by-hop security is adequate and would not go through the extra signalling to negotiate end-to-end security material between source UE and target UE. As a consequence, the end-to-end security between source UE and target UE is not activated.  However, if U2U relay thinks that the source UE and target UE are to use end-to-end security and therefore does not activate hop-by-hop security between source UE and U2U relay and between U2U relay and target UE, then both hop-by-hop security and end-to-end security are not enabled between source and target UE.  In this case, communication between source and target UE is not protected. 

U2U relay may choose not to activate hop-by-hop security for a number of reasons. For example, to conserve power in order to support multiple UE-to-UE connections. For each hop-by-hop security, the U2U relay would need to perform two sets of security operations, decrypt the data packet from source UE and re-encrypt the data packet for target UE.  When there are multiple UE-to-UE connections to support, the energy saving on the U2U relay can be huge.
It is proposed to expand the threats clause with above information, add appropriate security requirements and remove editor’s note.

4
Detailed proposals
/************************* BEGIN CHANGES***************************************/
5.5
Key Issue #5: Security of source and target UE communication via U2U relay
5.5.1
Key issue details

3GPP system has to be able to protect security (i.e., the integrity and confidentiality) of information transmitted between the source and target UEs over the UE-to-UE Relay. With the U2U relay being trusted, the protection of security between source and target UEs connected via the U2U relay can be realized either hop-by-hop or end-to-end or both.  However, from an efficiency point of view, it does not make sense to do both hop-by-hop and end-to-end at the same time, especially since the U2U relay scenario most likely focuses on the case where the UEs are out of network coverage and therefore out of power source. 

This key issue addresses the need for the U2U relay and the source and target UEs to negotiate and agree on a protection scheme, whether it is hop-by-hop or end-to-end. It is independent of the need to apply integrity-, confidentiality-, and replay-protection once the protection scheme is negotiated. Key issue is for L3 relay.
5.5.2
Security threats

If source and target UEs communicating with each other via U2U relay are not using the same protection scheme (i.e., hop-by-hop or end-to-end), the source and target UEs will not be able to communicate with each other or the traffic between the source and target UEs may not be protected at all.
If the source UE believes that the communication is protected hop-by-hop (i.e., security applied between source UE and U2U relay and between U2U relay and target UE), source UE may consider hop-by-hop security is adequate and would not go through the extra signalling to negotiate end-to-end security material between source UE and target UE. As a consequence, the end-to-end security between source UE and target UE is not activated.  However, if U2U relay thinks that the source UE and target UE are to use end-to-end security and therefore does not activate hop-by-hop security between source UE and U2U relay and between U2U relay and target UE, then both hop-by-hop security and end-to-end security are not enabled between source and target UE.  In this case, communication between source and target UE is not protected.

5.5.3
Potential security requirements


The 3GPP system shall support a means for the source UE, target UE and U2U relay to use the same security protection method in protecting source UE to target UE traffic via the U2U relay.
/************************* END CHANGES***************************************/
